LOFAR DATA RETRIEVAL TUTORIAL |

Hanno Holties

NB The essentials of this tutorial (not “obtaining a LOFAR webservices account”)
can be found at http: //www.lofar.org/wiki/doku.php?id=public:lta_howto
Please look there for help in case you experience an issue outside of the LOFAR
Data School. If further help is needed, contact sciencesupport@astron.nl

Prerequisites

1) Getting a LOFAR webservices account.

In most cases, a LOFAR webservices account is generated at the time of
becoming involved in a LOFAR observing (or archive) project proposal. This
account would be authorized for access to the LOFAR archive (LTA) as soon as
the proposal is accepted and gets assigned LTA resources (i.e. storage capacity).

If you are already involved in a LOFAR or WSRT proposal or project, it will not be

needed to generate a new account although it might still be necessary to arrange
for LTA access authorization (next section).

1. Go to https://lofar.astron.nl/proposal
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2. Click on “Register as new user”
3. Follow the instructions

Registration (Step 1/3) x +
& | @ https://lofar.astron.nl/useradministration/put c E'Goog\e Q) ¥ A B & =
Registration (Step 1/3)
Help
Useraccount:

Username:my_username .

A password will automatically be generated after successful registration. This
password may be changed once you are logged in.

Personal information:

ttepr
firstname:My — *
last name:Username  *
emailjuser@institute.org
email again (for checking correct entry) juser@institute.org  *
phone(first):#31 521 594100  *
phone(second)|
fax

Next > Cancel

Registration (Step 2/3) x \ +
& | @ https://lofar.astron.nl/useradministration/put c g' Google Q) § A (S =
Registration (Step 2/3)
Help
Choose:
)Add affiliation from list (®) Add new affiliation
Affiliation:

institute: My Institute

department:Astronomy

address:rw 1

city:Mycity
state:
country:| Puerto Rico =~
zipcode:[12345
website:|

Position:

Remarks:

< Back| Next> Cancel
<Back| Next>|



Confirmation (Step 3/3) +

@ https://lofar.astron.nl/useradministration/put ¢ | (B~ Google

Confirmation (Step 3/3)

Personal information:
username:my_username

title:Dr

firstname:My

lastname:Username

email:user@institute.org
phone(first):+31 521 594100
phone(second):

fax:

Institution:
institute:My Institute
department:Astronomy
address:Myaddress 1
city:Mycity
state:
country:Puerto Rico
zipcode: 12345
Website:
Position:
Remarks:

If all data is correct, press on the "Register” button to finish registration.
A generated password and public key will be sent to user@institute.org.

e

NB Once you receive the confirmation mail, it is for this tutorial not necessary to
change the temporary password, as a new temporary password will be
generated when LTA authorization is set. For the latter we currently have a
separate authentication database with it’s own password policy.

Il) LTA Authorization

For the purpose of the LOFAR data school, we will bypass the normal route for
obtaining LTA access authorization. Therefore:

1. Notify sciencesupport@astron.nl that you have created a LOFAR account
and are requesting LTA access authorization providing motivation (e.g.
that you are participating in the LOFAR Data School)

2. Wait for the mail notifying you that your account has been migrated to the
LOFAR Identity Management system and a new password needs to be set

3. Follow the instructions in the mail



Mail From: <noreply@astron.nl>
X Close &7 Reply U7 Reply All

m Properties

From: <noreply@astron.nl>
To: Hanno Holties

& Forward ~ - @ @

Personalize = Message Source |

Subject: ASTRON Identity Management password change notification.

4/11/2012 09:13 PM

Dear Dr Hanno Holties,

Your ASTRON web applications accoufit (holties) is fyom now on managed via
the ASTRON Identity Mar sys! iflitial password has been

generated:

( k76bNxX")

will be asked to create™aw a e
policy. You will also be asked to enter information for the Forgotten
Password service.

Applications

Once you have successfully changed the password, this account can be
used to access ASTRON Observatory services including NorthStar, MoM, and
the LOFAR AstroWise System. In the future, more services and systems may
be enabled to utilize same account.

This may be a good time to review your personal details registered at
the ASTRON user administration by visiting
http://lofar.astron.nl/user inistration

This mail has been generated automatically by the ASTRON Identity
Mar system. For ¢ i please contact mom2support@astron.nl

“ Password Self Service +

= a https:/ /webportal.astron.nl/pwm/private/Login

Please Log In
Password Self Service

ASTRON

¢ | (B~ Google

Username

my_username

Current Password

Forgotten Password

Regain access to your account if you have forgotten your password.

Idle Timeout: 4 minutes

B5 English

4. Go to http://lofar.target.rug.nl




8 O O /" [ Lofar Archive x \+
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(€)® lofar.target.rug.nl (< g' Google

e

Home | Help ‘IWORLD) project (Al public data) | Search | Show Latest

Lofar Long Term Archive

Welcome to the Lofar Long Term Archive (LTA) web service.
On the top are links to the help pages, query page and most recent added data.

Most data in the LTA is still private.

For more information on this web service see the Lofar wiki.

powered by

5. Click on “Login” and provide your credentials. Confirm that your
credentials provide access to the LTA. If there is a problem, contact

sciencesupport@astron.nl

Astro-Wise Login X Wk

€ ) @ htps://lofar-login.target.rug.nl/Login?prefix= (< ’E' Google

Please provide your credentials to login in the database db.lofar.target.rug.nl

Userflame my_username

PaSSWOrd | esesee
@ remember me

« Change password



;W Lofar Archive x \ +

€ ) @ lofar.target.rug.nl ¢ | (B~ Google Q

Home Help ogin (my_username) project (All public data) Search Show Latest

ofar Long Term Archive

Welcome to the Lofar Long Term Archive (LTA) web service.
On the top are links to the help pages, query page and most recent added data.
Most data in the LTA is still private.

For more information on this web service see the Lofar wiki.

powered by

Ill) Obtaining a personal Grid certificate (optional but recommended)

For users that expect to be retrieving large quantities (number of files and/or
data volume) from the LTA, it is strongly recommended that the Grid client
toolset is used. This toolset provides access to far more data throughput capacity
and more robust services. For the data school, access will be provided to a
system that has Grid client software installed. For help and instructions for a
local installation (either personal or university/department computational
facilities), look at the appropriate links on:
http://www.lofar.org/wiki/doku.php?id=public:lta_howto

1. Check if the institute at which you are employed provides facilities for
obtaining a personal grid certificate
a. Ifitdoes, follow the local procedure and continue with step 4

b. Ifnot:
2. Go to https://tcs-escience-portal.terena.org/ and try if you can obtain a
certificate through this service




| #% TCS eScience Portal - Index * | +

@ https://tcs-escience-portal.terena.org c | 'B' Google

TCS eScience Portal

Certificates

This service allows you to get or deactive a personal certificate.

My certificates™
To use this service, you will need to log in.

Help
About NREN
About Portal
Privacy Notice

Help
CA Certificate

Language —~
Login

|/ *% TCSeScience Portal - IdP ... % | +

/7' @ https://tcs-escience-portal.terena.org/idp_select.php?entitylD=h C" /E' Google Qk 4 @ ﬁ B a =

TCS eScience Portal

Certificates Please choose your country

-

My certificates*
Help e

About NREN
About Portal
Privacy Notice

Help
CA Certificate

Language ~

Login
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& | @ https://engine.surfconext.nl/authentication/idp/single-sign-on/key: (& m' Google Q) &

Login via your institution HELP

Select your institution and continue to login to TCS e-science portal | SURFnet

IO( search for an institution

~ /
ot ver wet e 2 UCILION | ot
o @ TUDelft college
AMOLF Cito Delft University of Deltion College
Technolog,
(OpenASel

P4 Maastricht University

Erasmus University Maastricht University
Rotterdam Medisch Centrum
Nikhef Nuffic SURFnet by SURFsara

. X

TERENA Secretariat Tilburg University tair Medisch

m Utrecht

ty of Amsterdam

f@ | et UNIVERSITEIT TWENTE, VU 4'( - T e

Unive University of Twente Wageningen UR

SURFconext Terms of Service

University of Groningen > Sin... -+

& ) @ htps //signon.rug.nl/nidp/saml2/sso c E' Google Q) & s W B8 & —

W university of donald smits center for
) groningen / information technology

working at the frontiers of knowledge

Single Signon

Username:

Password:

Login

Before entering your credentials, always verify that the browser's addressbar starts with
https://signon.rug.nl/....

To use this University of Groningen Single Sign On (SSO) service, you need university login

credentials, typically a "P" or "S" number and a password. If you forgot your password, please use
the Password self service to reset it. If you have trouble logging in, please contact the Servicedesk.



a. Ifyou can, follow the instructions and continue with step 4
b. Ifnot:
3. Go to http://ca.dutchgrid.nl/start/ and follow the instructions

University of Groningen > Sin... % DutchGrid Web Site % +

ca.dutchgrid.nl/start/ & | (B~ Google Q) & T W B & =

f wgs Wh rtificate? Y
% . %;Tcherid Request and manage your user certificate | nec a gortifioats o
i

fic f.LQ“ authenticate (make your
o identity known) to services,
iGridstart is being launched, please wait... hosts and other users in the
Production CA . g & grid environment. With your
Oveview (if no window appears, please run jGridstart manually by running it Cef'llflca}et. YOUt can Se(t_‘l_lp
on the c(\mmnnd,linn\ Secure Internet connections,
:'r::l:rgscenlﬂcales from Opening jgridstart.jnlp
(for federated users) ir

javaws http://ca.dutchg You have chosen to open:
Manage Your L .
Certificates Z jgridstart.jnlp

o

! which is: JNLP files (1.0 KB) s

To request a new certificate and from: http://ca.dutchgrid.nl 50
Classic interface to manage your request, a Java ur
Help with your request  program needs to run with What should Firefox do with this file?
a‘:s': ZZ::',E:@“;S;“%E access to your computer; you E
Submit your request need to grant t_he required (+) Open with | Java Web Start (default) s
Download your certificate access to continue. - t
Renew your certificate (_)Save File

Documentation is available at
gevooellon jGridstart help: || Do this automatically for files like this from now on. —

equest revocation

Reliance information « Request a new certificate
Policy Statement « Renew an existing certificate
Reliance Information « more topics... | Cancel OK

Root certificate
Certificate Revocation

The webstart application requires JAVA to be installed and you may have
to confirm one or more security exceptions. If it does not work from the
browser and you do have JAVA installed, you will have to start the
application from a commandline (with an active X connection to your
terminal system):

> javaws http://ca.dutchgrid.nl/start/jgridstart.jnlp

1. bash

Last login: Tue Nov 11 16:21:
macholties:~ holti javaws http://ca.dutchgrid.nl/start/jgridstart.jnlp
macholties:~ holties$ ol ig—i in both /Library/Internet Plug-ins/JavaAppletPlugin.plugin/Contents/Home/bin/java
and /Library/Internet Plug-Ins/JavaAppletPlugin.plugin/Contents/Home/1ib/j1i/./1ibjli.dylib. One of the two will be used. Which one is undefined.
macholties:~ holties$ []

Do you want to run this application?

< Name: jGridstart
‘._—.E) Publisher: Stichting voor Fundamenteel Onderzoe ...
— I

Location:  http://ca.dutchgrid.nl
This application will run with unrestricted access which may put your
computer and personal information at risk. Run this application only if you
trust the location and publisher above.

|| Do not show this again for apps from the publisher and location above

g More Information | Run | | Cancel |




4. Click on “request a new certificate” and fill in the required fields.

e O O jGridstart 1.15
Certificates  Actions View Help

Cetting access to the grid

This computer has not yet been configured for the grid. You need to
< | TEquest a new certificaté Tobe able to access the grid.

Alternatively, you can import an existing certificate that has been
exported previously.

[ Import... ] | Request new... |

Request a new certificate - Generate request

Request a new certificate

* Generate request

Please identify yourself with name and organisation.
* Submit request

Given
¢ Verification form name(s):
e |nstallation Surname: Username
e What's next |
Emai P
address: username@institute.org
prganlsatlon etherlands Institute for Radio Astronomy (Ah
(advanced)

Your personal key is generated together with the request, and needs to remain
private to you only. Your password should be at least 12 characters long, and include
include non-alprics. Please choose your password carefully; it must not be easy to
easy to guess, leed to remember it.

@agree to the privacy policy of the DutchGrid CA

Previous ( Next )| Cancel |

NB If your home institute is not listed, choose “Netherlands Institute for
Radio Astronomy (Astron)” for the association. This implies you have a
work relation with ASTRON, and will authenticate yourself at an ASTRON
based Registration Authority (see below) even if you are not an employee
of ASTRON. It is not required to have/use an ASTRON mail account.

5. Click “Next” and “Display Form”. Fill in remaining information and click
“Save as PDF”

10



Request a new certificate - Submit request

v Generate request

* Verification form

e What's next

Request a new certificate

v Submit request Your request has .been submitted successfully to the Certificate Authority, please
proceed by pressing Nexz.

* Installation (more)

| Previous Cancel |

Request a new certificate - Verification form

v Generate request

* Verification form
* Installation
¢ What's next

Request a new certificate

Vv Submit request Besides submitting your request for a certificate, you need to send a sighed
registration form to the Certification Authority by following these steps:

. Fill in and print the paper for display form... ] el

1
2. Obtain a signature from your Registration Authority (help)
3.
4

Send the signed form to the Certification Authority (help)

. Wait until the request is processed (help)

| Previous | Next | Close |

11



Verification form

DutchGrid Certification Authorities Registration

Rererved for CA operations use

/0=dutchgrid/0O=users/0=astron/CN=Hy Username
[J1D document valid ~ [] PoP challenge 854 fe@a@835767af794hb verified  [] RA signature QK

send this form by mail or fax to

Surname
Username

Nikhef DutchGrid CA
Given names P.0. Box 41882
Hy NL 1009 DB Amsterdam
Place of Birth Date of birth The Netherlands

fax: +31 20 592 5155
Identity paper type, number, country

cléld‘ \-t :l fUIII t;UII

AUMDET fozmionss

Name Street addres wameat detiory wtirers
Qrganisation ZIP code

astron [

Phone number Place ian province where appticavic)

Email address
my_username@institute.org

Signature

| have filled all data truthfully and to the best of my knowledge, and will abide by the certificate policy and practice statement of the
DutchGrid Certification Authority.

Signature Place and date

Please take this form to an RA, like John Romein, or Hanno Holties,

Reserved for RA operations use
ll, # e haye verified the identity of the requester based on the identity piece listed above, and confirm that

@te o002 of meting gt

the information is complete and accurate. | met the applicant in person on
=205 75 and have confirmed his affiliation with ormanisstion 15 to the extent required in

the CP/CPS.

Notes |Signature of registration authority

) L)

| Print... Q,\ Save as PDF..

) Close

12



® 006 || Grid_form.pdf (1 page) '
(B)(aial(e] . e 3

6.

7.

DutchGrid Certification Authorities Registration

Reserved for CA operations use

/0=dutchgrid/O=users/O=astron/CN=My Username
[J ID document valid [ PoP challenge 854£e0a0835767a£794b verified ] RA signature OK

Surname send this form by mail or fax to

Username
Nikhef DutchGrid CA

Given names P.O. Box 41882
NL 1009 DB Amsterdam
The Netherlands

fax: +31 20 592 5155

SOFI| number (sionss

(for PoP challenge, see CA area at top of form)

Contact Information

Name Street addres iz "
My Username (____e_mmwm\
N N S —
Organisation Z i
il -

Phone numbe; Place (andprovincs whers appiizabie)

e

S ——

Email address
my_username@institute.org

Signature

I have filled all data truthfully and to the best of my knowledge, and will abide by the cerfificate policy and
i of the DutchGrid Certification Authority.

Plaff ——)

R
Please take this form to an RA, like John Romein, or
Hanﬂ.Q_H.Qmﬂ' _S.

Reserved for RA operations use

1,/ “ === have verified the identity of the requester based on the identity piece

listed above, and confirm that the information is complete and accurate. | met the applicant in person on
DT TR (o) seetias piad and have confirmed his

affiliation with crgenization nenc tg the extent required in the CP/CPS.

Notes Sig of reg thority

Print form (or have it printed) and retrieve it. Fill in any required fields
that are not yet completed (e.g. signature).

Present yourself with the form to a so-called Registration Authority. If you
are visiting ASTRON (e.g. for the LOFAR data school), there are currently
two RA’s that can take care of the required formalities: Hanno Holties and
John Romein. NB an official document with which you can be identified
(e.g passport, drivers license) is required to be presented to the RA. For
the data school, a separate occasion is included in the program where

13



your form can be authorized and processed through special ‘express’
handling to allow you to use your certificate by the time of the data
retrieval tutorial.

Detailed instructions are provided as well at:
http://wiki.nikhef.nl/grid /]Gridstart/Help/Request new certificate

8. Wait for your certificate to be validated (you should receive a mail but can
also check the status by refreshing the jGridStart screen)

9. Install the certificate by following the instructions provided by your
certificate authority. Typically this involves:

a. Save the mail with the signed certificate as
$HOME/.globus/usercert.pem and make sure that the
userkey.pem file in that directory contains the private key that
matches this certificate.

b. As these *.pem files are strictly personal, their permissions should
be set properly using the following command:
> chmod 600 *.pem

macholties:~ holties$ 1s -al .globus

total 32

drwxr-xr-x 6 holties staff 204 Nov 12 ©9:26 .
drwxr-xr-x+ 228 holties staff 7752 Nov 12 ©08:54 ..

“Pemmmmeem 1 holties staff 1769 Jun 6 16:17 usercert.pem
“PW-—————- 1 holties staff 419 Nov 12 ©8:56 userinfo.properties
LT 1 holties staff 1743 Nov 12 ©8:50 userkey.pem
-rW-r--r-- 1 holties staff 964 Nov 12 08:50 userrequest.pem

macholties:~ holties$ D

Next you need to apply for membership of the LOFAR ‘Virtual Organisation’:

10. Load the certificate into your web browser. Installation can be done using
the jGridstart tool (see above) for supported browsers. See e.g.
http://ca.dutchgrid.nl/info/browser for further instructions.

14



( o) jGridstart 1.15 |

Certificates  Actions  View Help |
(@) @) Certificate Request - Installation

Certificate Request

v Generate request

¥ Submit request Congratulations, your certificate has been approved and

was retrieved from the Certification Authority. To be able

¥ Verification form to access web-based services, you will finally want to
¢ Installation install it into your webbrowsey;{change browser).

* What's next
Please follow these steps:

exporting

Automatic installation of your certificate is no
for this webbrowser. You can do it manually by
to a PKCS#12 file, and importing the resulting
your webbrowser.

it

| Previous | [ Next | [ Close |

£.0.6 Cettificate Manages
People = Servers = Authorities = Others }

You have certificates from these organizations that identify you:

Certificate Name | Security Device Serial Number | Expires On
¥ NIKHEF
Hanno Holties Software Security Device 12:4A 06/06/15

| | Backup.. | [ BackupAll.. 6’ Delete... |

L0060 Certfcate File to Import 1
[«l»](s2] o | i ][ﬁworkspace i@ D)

FAVORITES Name
= Al My Files
(Z.] Dropbox
[=] Desktop
m holties
A Applications
[3 Documents
(2] PdB Automation
(Z] Projects

VMWare
My Documents

Format: | PKCS12 Files

[_| Hide extension




11. Apply for authorization to use LOFAR resources at
https://voms.grid.sara.nl:8443
(this will only work when the certificate has been installed properly in the
browser you are using, NB it may be necessary to manually ‘trust’ the
server certificate)

2 Connecting... \ -+

https://voms.grid.sara.nl:84
| This site has requested that you identify yourself with a
certificate:

voms.grid.sara.nl:8443
AST QO N Organization: "dutchgrid”®
Nt Issued Under: "NIKHEF (contact (intranet (

Choose a certificate to present as identification:

| Grid certificate [12:4A]

Details of selected certificate:

Issued to: CN=Hanno Holties,O=astron,0=users,0=dutchgrid
Serial Number: 12:4A
Valid from 06/06/14 02:00:00 to 06/06/15 15:38:46
Certificate Key Usage: Signing,Key Encipherment,Data
Encipherment
Issued by: CN=NIKHEF medium-security certification
auth,0=NIKHEF,C=NL
Stored in: Software Security Device

@ Remember this decision <e discoveries in
\gies, the operation Yﬂu.
ncel K i
| Canc | | Ol | omical research. ( ASTROI
More about ASTRON ASTRON -
( NEWS ROOM
( PrcTURES NEWS
( cAREERS ( ASTROI
LOFAR discovers largest carbon atoms outside our Milky Way s
e
( EDUCATION An international team of astronomers under the guidance of graduate umm
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606 VOMS Admin Server x k\\+ L4
( & | (B- Google QA A RE @
VOMS Admin endpoints
o]
voms.grid.sara.nl
This page lists the locally configured Virtual Organizations
appsportal.nl active
astron active
bbmri.nl active
chem.biggrid.nl active
dans active
esr active
euclid-ec.org active
flysafe active
Isgrid active
nlesc.nl active
omegac active
ops.biggrid.nl active
projects.nl active
}f
J VOMS Admin > lofar x &
< | @ file://Users/holties/workspace /vo_page.html ¢ | (B~ Google Q) ¥ A B & =
oms admin...... o s
Home Browse VO Configuration Info Request membership Other VOs on this servei

Welcome to the registration page for the lofar VO.

To access the VO resources, you must agree to the VO's Acceptable Usage Policy (AUP) rules.
Please fill out all fields in the form below and click on the submit button at the bottom of the page.

IMPORTANT:

By submitting this information you agree that it may be distributed to and stored by VO and site administrators.
You also agree that action may be taken to confirm the information you provide is correct, that it may be used for the purpose of controlling access to VO
resources and that it may be used to contact you in relation to this activity.

After you submit this request, you will receive an email with instructions on how to proceed.
Your request will not be forwarded to the VO managers until you confirm that you have a valid email address by following those instructions.

Your certificate subject (DN):
/O=dutchgrid/O=users/O=astron/CN=My Username

The CA that issued your certificate:

/C=NL/O=NIKHEF/CN=NIKHEF medium-security certification auth

Given name:
Family name:
Institution:

Phone number:

17



12.You should receive a confirmation mail, typically within a working day. If
not, contact sciencesupport@astron.nl

13. Copy (if you have not yet done so in step 5) the usercert.pem and
userkey.pem files to the $SHOME/.globus directory of the system where
you will be running the grid client software and make sure permissions
for the userkey.pem files are restricted to owner access only. E.g.:
cd $HOME/.globus; scp user*.pem <account>@<targetsystem>:.globus/;
ssh ‘chmod 600 .globus/*.pem’

Your certificate is now set up so that you can use the Grid client toolset.
NB These certificates will need to be refreshed once a year. Reminder mails are

sent with ample time to take action. If you fail to do so in time, you would need to
go through the above process again to obtain a new certificate.
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